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when:2023-04-21 14:30:29 where:153.246.11.138 who:[1000020] operation:docDelete

objective:15112 target:285 view:- revision:- result:OK exception:-
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[E auditlog FEAR FF2AUE 2KB

[ ] audit.log.20210801 20210601 771 )l 900 KB
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b0 TEAMEE Web F-JILEE S EEH'? [] auditlog.20210603 20210603 771 )l 1,166 KB
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Columnl Column2 Column3 Columnd Column5 Columné& Column?

when 2021-06-01 00 0| 32 where -who - operaticn restApiSynchronizeAccountCache obj

when 2021-06-01 00 532 where -who - operaticn restApiSynchronizeAccountCache obj

when 2021-06-01 00 10 | 32 where -who - operation restApisynchronizeAccountCache obj . N

when 2021-06-01 00 15 32 where -who - operaticn restApiSynchronizeAccountCache obj @ TG 0) 7 7 ’r [65 O O l : U n I CO d e ( U T F_ 8) ] % @*R
when 2021-06-01 00 20 | 32 where -who -operation restApiSynchronizeAccountCache obj =] :!: N S— =
when 2021-06-01 00 24 39 where 192.168.0.20 who B smith¥0fE 3 [1000208] operation restApiGetSession chjective zt}] D 75 [ ] % E?R L EJ'_LI' ﬂ & % 'f__]- j
when 2021-06-01 00 24 39 where 192.168.0.20 who B smith¥0fE 3 [1000208] operation restApiGetSession chjective

when 2021-06-01 00 31 31 where 192.168.0.20 who SmartDEEIEE [1000011] operation restApiGetTimestampMonthiyCount w

when 2021-06-01 00 35 | 32 where - whao - operation restApiSvnchronizeAccountCache obi
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who 7Ot X1—%—DMID
where T7IOCATIZAT > MP
when O H AR (JST)

operation AARL—> 3> 0EE

resource Y —XXDTELHE

success false: HTTPX 7—42 X H'400LL E, true: 52 ASF
request ) TX MER(EFMITGEEZESR)

BREDMREXT SR
objective (2 —%'—@OMID,FREEFOANA A =70
XoperationiC&DEDHD EXT)

target FT2 U bDOIREIER

requestN DIEFR

requestID  FiFH

user.mid 7Ot XA—%F—DMID
path JOTRXARNR

method DOITRXARXY YR

params 1) TX RURL/INT X—&
query 1)U TR 5|

body VO IR MEAX

response L 2R REHR

statusCode LARYZARAF—RZO—R
message LARY ARy =
errCode I>—3d—F
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1172 L ICISONFER TO/RAP AT ATV E T,
BT 5L CRAERRELYPT RN ET, messa'

"who":1000000,
"where":"::ffff:192.168.0.9",

R o 0 - - o H | "when":"2020-08-01 19:08:49",
"operation”:" Info",
11 {"level":"info","message":{"operation":"companylnfo","request":{"body":{},"method":"GET","params":{},"path":"/api/a "Opera 'Or: ) Compam:n °
resource . company,
2 message . operauton . odny ,request . pody - : params ), pa .
3 {"level";"info","message":{"operation":"retrieveModifiedimageUsers","request":{"body":{},"method":"GET","params":{ e "request®:{
4 {"level":"info","message":{"operation":"hourly","request™:{"body":{},"method":"GET","params":{},"path":"/api/system/ "user":{
5 {"level""info","message":{"operation":"companylnfo","request":{"body":{},"method":"GET","params":{},"path":"/api/a TalefH e L
6 {"level":"info","message":{"operation":"retrieveLastModify","request":{"body":{},"method":"GET","params":{},"path":"/ b
"path":"/api/admin/company",
7 {"level":"info","message":{"operation":"retrieveModifiedImageUsers","request":{"body":{},"method":"GET","params":{ A
8 {"level":"info","message":{"operation":"companyInfo","request":{"body":{},"method":"GET","params":{},"path":"/api/a I
9 {"level""info","message":{"operation":"hourlySync","request":{"body":{},"method":"GET","params":{},"path":"/api/sys "query":{},
10 {"level":"info","message":{"operation":"companylnfo","request":{"body":{},"method":"GET","params":{},"path":"/api/a "body":{}
11 {"level":"info","message":{"operation":"retrieveLastModify","request":{"body":{},"method":"GET","params":{},"path":"/ b
: " "
12 {"level":"info","message":{"operation":"retrieveModifiedimageUsers","request":{"body":{},"method":"GET","params":{ Zst::)un:;de,_zoo
13 {"level""info","message":{"operation":"companylnfo","request":{"body":(},"method":"GET","params":{},"path":"/api/a 'message"*OK".
14 {"level":"info","message":{"operation":"companylnfo","request":{"body":{},"method":"GET","params":{},"path":"/api/a "errCode":""
}
}
"level":"info",

"timestamp":"2020-08-01T10:31:49.2772"
}
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{
"message": {
"objective": "1000466", HIFRENII—H(MID)
"operation": "userDelete",
"request": { "params": { "id": "1000466" }, "user": {"mid": 1000288, (FAB&) }, (kL) },
"resource": "user", p
"response": { "statusCode": 204, (FB&) }, SATLEEAIR
"success": true, operation
"when": "2023-04-03 16:48:10", |
"where": "35.76.130.98:63642, 35.76.130.98", IR userUpdate T omID
"who": 1000288 HIBR L 7= —1(MID) [ RIS userDelete I—HDOMID ]
h 1—-FEAER L userExtensionGet 1—HFDOMID
"level": "info", SRRV
"timestamp": "2023-04-03T07:48:10.787Z" ﬁt;fgrﬁjatdi;%%g% > g ;oatgjectiveJ
X ) y,
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[ I—HiEE (user_ext ids.csv) ]
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1 namespace id
2 smartdb
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5 smartdb
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